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Dear Customer,

Thank you for choosing o Hanna Instruments® product.

Please read this instruction manual carefully before using this instrument as it provides the necessary information
for correct use of this instrument and a precise idea of its versatility.

If you need additional technical information, do not hesitate to e-mail us at tech@hannainst.com.

Visit www.hannainst.com for more information about Hanna Instruments and our products.

This manual has been written as supplement for MAN932 Automatic Potentiometric Titrator
running software version 2.2.2 (and higher) and H1932933 Network Box running software
version 1.0.2 (and higher), and contains the necessary information to configure and use FTP
and SMB data sharing.

@& Network Security

Users must secure their own network connections and access poinfs.

Hanna Instruments accepts no responsibility for any network security breaches or incidental damages
arising from network intrusions.

Always consult internal IT department and follow established network security best practices.
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Titrator Setup

1. TITRATOR SETUP

The H1932933 Network Box needs to be connected to the HI932 Automatic Titrator.

HI932933

NETWORK BOX

Select |

.
Network Box  and pressv_ - J-

General Options

Select the option to be modified.

Date and Time Setting
Dizplay Settings

Beeper: aff
Stirrer: Enabled
Language: Enalish
Total Wolume Alert: 0ff
Titrant fAge Reminder! 0 davs

USE Link with PC
Setup Metwork Eox

Setup Balance Interface
Reset to Default Settinos
Optimize Memory Space
Update Sof tware

Network Box Ortions

Select the menu option:

Printer: Connected
Network: Connected
FTP
SHME

FPOF Signature: Signature_1.plZ
POF Signature Password: HMMMMMHN
Auto-Share:

Auto-Share Format:

Update Metwork Box Sof tware

SH
Signed PDF
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1.1. FTP SETUP

FTF Setue

Select the menu optian:

Server namesIP: ftp.exanple. com
Username: Usr_Rname
Fazsword:

TLS Certificate: :

Remote Dir.:
Explicit FTPS
Inplicit FTPS

felect | Escare | | |

The network configuration needed to connect HI932 Titrator to an FTP network share requires the following inputs:
* Server name /IP address
Fill in server name or IP address where server is located.
* Username
Fill in specific username for the server.
* Password
Enter user password for the server.

* Protocol
Select required FTP protocol (Plain FTP/Explicit FTPS/Implicit FTPS).

* TLS Certificate
TLS/SSL certificates are external certificates for FTPS, used to secure in-transit data during file transfer.
TLS certificates are imported and installed from the USB device.

* Remote Dir.
Enter remote directory path, i.e. folder path name located on server host.

The transition from unsecured to secured FTP file transfers is based on port selection and TLS certificate availability.
* Standard (Plain) FTP transfer operates without a TLS certificate and uses Port 21.
Communication is plain text and unencrypted.

* Explicit FTPS transfer requires a TLS certificate, uses Port 21, and operates via secure (encrypted) connection.
* |mplicit FTPS transfer requires a TLS certificate, uses Port 990 and operates via secure (encrypted) connection.

Note: For details on FTP configuration and certificate loading please refer fo HI932 User Manual:
section: 2.3.13. Network Box Setup > FTP Setup > Import ILS Certificate
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1.2. SMB SETUP

SME Setur

Select the option to be modified.
SEFUER Hame H c
Username: Usr_hame
Fassword: e
SHME Domain: LAE
SME Share: example
Remote Dir.: examples
Fort:

Select | Ezcape | |

The network configuration needed to connect H1932 Titrator to an SMB network share requires the following inputs:
* Server name /IP address

Fill in the name of the PC hosting the SMB share.
See 2.2. SMB Server Folder Setup.
e Username and Password
Fill in SMB network credentials used to access the PC.
See 2.1.5. Create User Account and Password.
* SMB Domain
The workgroup name of the PC.
See 2.3.1. Find Workgroup Name.
* SMB Share folder
The name of the shared folder on the host PC.
See 2.2. SMB Server Folder Setup.
* Remote Dir
Optional sub-folder of the SMB share.
For instance, if Remote Dir. is H1932, the files will be transferred to \\ PC- Name\SMB-Folder\HI932\...)
* Port
Port 445 for SMB transfer
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SMB Server Setup (Windows 11)

2. SMB SERVER SET

2.1. PREREQUISITE STE
2.1.1. Windows Features

UP (WINDOWS 11)
PS

1. Press Windows key (&2) and search: Turn Windows features on or off .

2. Scroll down and enab

le[¥] sMB Direct .

b

JOompooood

&

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its

check box. A filled box means that only part

Services for NFS

=

)

QEKO0O

SME 1.0/CIFS File Sharing Support
SME Direct

Telnet Client

TFTP Client

Virtual Machine Platform
Windows Hypervisor Platform
‘Windows ldentity Foundation 3.3
Windows PowerShell 2.0

]

=

Windnws Praiected File Sustem

Simple TCPIP services (i.e. echo, daytime etc)

Windows Process Activation Service

7]

of the feature is turned on.

A

Cancel

2.1.2. Private Nework Profile

1.

2
3. (lick Network &
4.
5

Find a setting

Home

System

Bluetooth & devices
Network & internet
Personalization

% Apps

= Accounts
Time & language
Gaming
Accessibilty
Privacy & security

Windows Update

Press the Windows key (8) and type Settings .
. Clickonthe ‘settings’ shorfcut.

Internet in the left sidebar.

Network & internet

WiFi (

Airplane mode

Select active connection type at the top ( Wi-Fi or Ethernet ).
. Click on the connected network's 'Properties| tab.
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6. Select @ Private network under ‘Network profile type.

Network & internet > Wi-Fi >

* If current network is set to public (default setting), users are asked whether they want to enable network
discovery for all public networks or change current network to private.
(hoose ‘No, make the network I am connected to a private network .

* If network discovery is off, a warning banner will pop-up. Click the yellow banner and select  Turn on
network discovery and file sharing.
Administrator permissions are required to apply this change.

2.1.3. Advanced Sharing Settings

* [Enable Network Discovery
Allows the Windows PC to broadcast its presence and see other devices on the local subnet. Otherwise, the
fitrator might fail to locate or verify the computer's hostname/IP address on the network.

* [Enable File and Printer Sharing
Starts the background Windows services responsible for listening to incoming SMB traffic.
The host PC will completely ignore or reject any incoming file transfer requests, if Enable File and
Printer Sharing isturned off, even if SMB Direct has been enabled.

1. Press Windows key (&2) and search Advanced sharing settings . Next, click on the shortcut.
Alternatively, go to Settings| -» |Network & internet| - |Advanced network setfings’ » 'Advanced
sharing seftings|.

Network & internet > Advanced network settings
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2. Clickthe Private networks dropdown to expand the section.
» Toggle the switch to On for Network discovery .
» Toggle the switch to On for File and printer sharing.

+ > Advanced network settings > Advanced sharing settings

Private networks Current profile
Find a setting

A rore

System N
Set up network connected devices automatically

Bluetooth & devices
File and printer sharing
Network & nternet Allow ¢

? Personalization
Public networks

Apps
S Accounts Al networks
Time & language
Gaming Related support
CESI & Help from the web

Privacy & security

Windows Update

2.14. Firewall Settings

1. Press Windows key (&2) and search Allow an app through Windows Firewall .

2. Press Enter key.

3. (lickthe Change settings button at the top right.
Administrator permissions are required to apply this change.

4. Scroll down the list and enable [¥] File and Printer Sharing over SMBDirect .
Ensure the checkbox under the Private  column on the right is also checked.

5. (lick 0K to save changes.

Allow apps to communicate through Windows Defender Firewall
Te add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? GChange settings

Allowed apps and features:

MName Private  Public *
[ Dropbox

Email and accounts

[l Feedback Hub

File and Printer Sharing

» rI|E and Printer Sharing over SMEDirect
Firefox (C\Program Files\Mozilla Firefox)

MArmoe

1EERERE
IO®REEO
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2.1.5. Create User Account and Password
To connect H1932 Automatic Titrator to a PC's SMB server, create a local user account (ex. user1) directly on
the Windows PC. The HI932 Titrator uses these exact username and password credentials to log in and transfer
reports on the network share.
Note: Existing users can also be used to access the PC’s SMB server. Please consult local IT department for support
when setting up users and permissions.

1. Press windows key (&2) and type Other users .

2. Clickonthe Add, edit, or remove other users  system setting.

3. Underthe ‘other users section, click the [Add account butfon nextto ‘Add other user .

& Settings & g 2

o . Accounts > Other Users

‘ . m_lab@outlook com
Qther users
Find a setting a
Add other user Add account

B system

s+ localDemo o
B Bluetooth & devices ® administrator - Lacal account
@ Network & internet

&  m_lab2@cutlook.com v
/ Personalization
‘ Spp= * tempuser .
= *  administrator - Local account

| s Accounts

4. In the Microsoft popup, click ‘T don't have this person's sign-in information .
5. Click ‘Add a user without a Microsoft account .

Microsoft account x|

Microsoft account t x|

| RV .

mm Microsoft B® Microsoft
it S

How will this person sign in? Create aceoiint
Enter the email address or phone number of the ~

person you want to add. If they use Windows, Office, | someone@example.com |
Outlook.com, OneDrive, Skype, or Xbox, enter the | |

email or phone number they use to sign in. Use a phone number instead
il o plione Get a new email address
o e Add a user without a Microsoft account
I don't have this person's sign-in information
Cancel Next

6. Fillin the desired ‘User name' and Password' fields.
7. Complete the mandatory Security Questions.
8. (Click Next' to finalize creating the local account.
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9. Grant ‘Administrator Rights' for HI932 Titrator, to be able to create and save files fo network drives.
Note: If the titrator user lacks administrative folder-writing privileges, network file saving will fail.
9.1. Whilestillon the ‘other users page, click on the newly created account name to expand it.
9.2. (lick the |Change account type! button.
9.3. Openthe Account type dropdown menu and select Administrator .
9.4. (lick 0K to apply the changes.

10. After user creation, log into the created Windows account to setup the local user.

2.1.6. Security Policy

Note: The steps below require Windows 11 Pro or Enterprise and may require elevated administrator permissions.
Please consult local IT department for support.

Press the Windows key (&%) and locate Local Security Policy .
Navigate fo and click on 'Local Policies .
Navigate to and click on ‘User Rights Assignment .
Edit policy.
» Double-click ‘A11ow log on through Remote Desktop Services'.
P Click 'Add User or Group!.
» Type the exact user name (see 2.1.5. Create User Account and Password).
» (lick Check Names| then 0K .
P Double-click Deny log on through Remote Desktop Services
» Ensure the specific user account assigned fo the titrator is not listed here.
Note: Do not remove default system or administrator groups, as this creates security risks.
P Ensure Deny access to this computer from the network is not active.
» The user's name sharing the files should not be listed here.

o Allow leg on locally userl Adrinistrators, Users
| Allow leg on through Remote Desktop Services .userl Administrators, Remote Desktop Users
| Back up files and directories Administrators
Bypass traverse checking Everyone LOCAL SERVICE,NETWORK SERVICE, Administrators,Users, |
| Change the system time LOCAL SERVICE, Administrators
Change the time zone LOCAL SERVICE Administrators,Users
| Create a pagefile Administrators
Create a token object
Create global objects LOCAL SERVICE,NETWORK SERVICE, Administrators, SERVICE
| Create permanent shared objects
| Create symbolic links Administrators
Debug programs Administrators

2 Deny access to this computer from the network

| Deny log on as a batch job
| Deny log on as a service

Deny log on locally Gast
| Deny log on through Remote Desktop Services

User access via remote access (i.e sending files from titrator) should now be enabled.
Notes:
* To avoid any issues, review the firewall settings to ensure port 445 is not blocked.
* Consult with IT department, if there are any issues.
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2.2. SMB SERVER FOLDER SETUP
1. Create a new folder in the desired location (ex. SMB folder in Documents).

I Desktop o SMB 3119, M File folder
’:Documenfs @/ TEST 1271 File folder
2. Share the created folder on the network.

2.1. Right click on the folder and press Properties .
2.2. Goto ‘Sharing' taband press Share .
AP ¢ lAdv;nced Sh‘armrgl‘ e X

General Sharng  Securty Prewious Versions Customize

Share this folder
Network File and Folder Sharing
Settings
sMB
Shared Share name:
[sMB |
Network Path:
WHIPF0EWPT Users Add Remove
Share... Limit the number of simultaneous users to: e
Advanced Shaing Lo
Set custom pemissions, create muttiple shares, and set other
advanced sharing options.
® Advanced Sharing
Permissions Caching
Password Protection
People must have a user account and password for this Cancel Apply
computer to aceess shared folders
T /257204 533 PM Microsoft Bxcel C... TKE
To changs this setting, use the Network and Sharing Center = e
4 Windows Batch File 3KB
Rich Text Format 1KB
WIinRARZIP archive 12433 KB
OK Cancel Apply Microsoft Excel W... 28KB

2.3. Add the created local user (ex. user1), change permissionsto Read/Write ,
and press Share .

Press |Advance Sharing... .

Press Permissions then Add... .

Type the user name (see 2.1.5. Create User Account and Password) .

24.
25.
2.6.
27.

Click on Check Names' followed by 0K .

Select Users or Groups X
Share Permissions
Select this object type:
Group or user names ‘Llsars‘ Groups, or Buitin security principals \ Object Types
Everyone
B2 Evey From this location:
‘H\-F‘FEM]EWPT ‘ Locations
Enterthe object names to select (examples)
userd] Check Names
Add Remove
Pemmissions for Everyone Allow Deny e Cancel
Ful Control O O ‘
Change O O
Read O
oK Cancel Apply
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2.8. Check [w] Allow for all permissions of user1 and Everyone users.
2.9. Press Apply followed by 0K .
2.10. Close Advanced Sharing window with ‘Apply , then press 0K .

Network path will be updated to the name of the computer and the shared folder name.
The SMB server is now sef up. (e.g. \\PC-Name\SMB-Folder\).

2.3. TEST SMB SERVER ACCESS

Use another computer on the saume network to log in:
1. Type the Network Path.
1.1. Open File Explorer.
1.2. Type the network path into the address bar ( \\PC-Name\SMB-Folder\ ) and press Enter .
1.3. Type the network user password when prompted and press Enter .
In some cases, users may be prompted fo enter their pin. Press More Choices  and sign in using
user name and password credentials to log into the local PC.

Windows Security 3

Mosors 8T views e Enter network credentials

> v 1 B> Network > PCName > v e Search PC-Name Enter your credentials to connect to; PC-Name:

User Name
-]

[[] Remember my credentials

ssssssss

,,,,,,,,,

oK. Cancel

2. Use the Command Terminal.
2.1. Open the |Start menu/, type “cmd, then press 'Enter .
2.2. Type the command below, then press Enter .
net use \\PC-Name\SMB-Folder /user:userl *
2.3. Type the network user password when prompted, then press | Ener .
2.4. To reconnect the mapped drive after a reboot, type the command below, then press Ener .
net use Z: \\PC-Name\SMB-Folder /user:user1 * /persistent:yes

2.5. Type the network user password when prompted, then press Ener .
Notes:

* Replace "PC-Name", "SMB-Folder", "user1" with actual names.

o 7" Is the drive letter you want to assign to the mapped network drive.

3. Map a Network Drive.
3.1. Open File Explorer and click on This Pc " in the left sidebar.
3.2. Inthe top ribbon, click on the three dots (Windows 11) or the Computer tab (Windows 10).
3.3. Select Map network drive . Choose a drive letter from the drop-down menu.
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3.4. In the folder box, type the network path (e.g. \\PC-Name\SMB-Folder\).

3.5. Check Connect using different credentials to enter a specific username and password.
3.6. Check Reconnect at sign-in’ to automatically reconnect.
3.7. Click Finish .
3.8. Type the network user password when prompted, then press Enfer .

2.3.1. Find Workgroup Name

1. Press Windows key (38) and search System .

2. Scoll down and press About .

Q) ek System > About

€

Settings

Find a setting

0

BE N 4

System

Bluetooth & devices
Network & internet
Personalization
Apps

Accounts

Time & language

¥  Gaming

Accessibility

& Privacy & security

System > About

System Properties

Computer Name  Hardware Advanced System Protection Remote

Computer description:

Full computer name

i Windows uses the following information to identify your computer
on the netwo

For example: "'Kitchen Computer” or "Mary's
Computer".

DESKTOP-3UTNROU

Workgroup: WORKGROUP

To use a wizard ta join a domain or workgrou, click
Networ ID. Network ID...
To rename this computer or changs its domain or Change

workgroup. click Change.

Cancel Apply

this PC

Advanced system settings
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3. FTP / FTPS SERVER SETUP (FILEZILLA)

This section confains instructions for configuring a FTP server using FileZilla Server v1.12.5 with secure FTPS
(FTP over TLS).

Follow the installation process after opening the FileZilla installer. The user will be prompted to create an
administrator password to log into the FileZilla Server after installation.

12 Settings for server 127.0.0.1:14148 X

Rights management / Users

Server listeners Available users General Filters Limits  Public Key Protocol policies

= Protocols settings <ad user>
FTP and FTP over TLS (T} _gystem user>
SFTP (SSH) Authentication:

= Rights management

Groups
Users} 8 Use system credentials also for accessing files and directories

[ useris enabled
Use system credentials to log in

Active Directory Profiles
Administration

Logging
Let's Encrypt® Second factor authentication (2FA):

PKCS#11 Don't use second factor authentication
Updates

Member of groups:
Mount points:
Virtual path Native path Mount options
Access mode:
Read + Write
{8 Apply permissions to subdirectories.

8 writable directory structure

(D) Create native directory if it does not exist

Add Remove You can use placeholders in native paths.
Description:
This user can impersonate any system user.
Add

oK Cancel Apply

Note: Please consult local IT department for secure installation.
The FTP installations consists of two primary functional components:
* FileZilla Server, runs in the background and handles network traffic (serving or receiving files).
The server must be started using Start Filezilla Server shortcutinstalled.
* Administer FileZilla Server, the graphical configuration app, used to manage the server.
Note: Stop the FileZilla Server service before changing configuration. Restart service after changes.

3.1. FILEZILLA SERVER OPTIONS

1. Open Administer FileZilla Server.

2. Press Server| and enter adminstrator credentials.

3. Press Configure .

4. Add Users.

4.1, Select Users then click Add .

4.2, Enfera usemame.

4.3, Seta secure password.

Note: these will be the credentials used in FTP Setup on HI932.
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5.

6.
7.

Assign Directory.
5.1. Goto Mount Points and clickon Add .
5.2 Select a folder (e.g. C:\FTP) as the user’s home directory.
The folder path must be typed under Native path.
Assign required Permissions (read, write, delete, append).
Load Certificate Files, required files: server.key (private key) + server.crt (certificate file).
7.1 Under protocol settings, go to FTP and' FTPS over TLS (FTPS) , then 'TLS Credentials  section.
7.2. From drOp-dOWﬂ menu, select: ‘Provide a X.509 certificate and private key .
7.3. Enter the Certificate path to file: 'path \server.crt
7.4. Enter the Private key path to file: 'path \server key
7.5. Enter the private key password when prompted.
7.6. Save the configuration.

Notes: The certificate and private key must match; the private key must be protected. Incorrect files wil prevent

32,
. Open Administer FileZilla Server > go to Server Listeners .

33.
. Configure passive mode ports to 50000-51000 .

TLS from working. Please consult local IT department on how to obtain server certificates and keys.

SERVER LISTENERS

. Explicit FTPS
» Port 21 P Description: starts as FTP and upgrades to TLS
» Configuration: enable FTP protocol, select » Usage: recommended for broad configuration
Explicit FTP over TLS, select insecure (plain) FTP and supports secure and legacy clients
Implicit FTPS
» Port 990 » Usage: used for compatibility with specific
» Configuration: enable TLS immediately systems, no upgrade required

» Description: fully encrypted from connection start

Multiple Listeners
Configuration
» Port 21 (Explicit FTPS) » Port 990 (Implicit FTPS)

PASSIVE MODE CONFIGURATION

External Address
Enter the server’s public IP address or hostname.
Note: Required for most client connections, or when behind firewalls or NAT.
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3.4. WINDOWS FIREWALL CONFIGURATION

This section explains how to configure Windows Defender Firewall for FileZilla Server.
1. Open Windows Defender Firewall.
1.1. Open the Start Menu.
1.2. Search for Windows Defender Firewall with Advanced Security .
1.3. Open the application.

2. Port 21 (Explicit FTPS)
2.1. (lick |Inbound Rules| then New Rule .
2.2. Select [Port|, then Next .
Select TCP and enter 21 .
2.3. Select 'Allow the connection  followed by 'Apply to all profiles .
2.4. Namethe rule Filezilla Server - Port 21 and dlick Finish .

3. Port 990 (Implicit FTPS)
3.1. Follow steps listed above but change target port from TCP port 21 to TCP port (990 .
3.2. Nometherule Filezilla Server - Port 990 and dick Finish .

4. Passive Ports
4.1. Click ‘New Rule! then select |Port'. Next, select ‘TCP' and enter 50000-51000 .
4.2. Select Allow the connection  followed by 'Apply to all profiles .
4.3. Nametherule Filezilla Server - Passive Ports and click Finish .
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3.5. TROUBLESHOOTING

1. Connection issues
1.1. Server must be running.
Note: Restart the FileZilla Server service after configuration changes.
1.2. Ensure rules are Enabled , ports are listed, and TCP is selected.
» Explicit FTPS
Port 21, Explicit FTP over TLS  encryption
» Implicit FTPS
Port: 990, Immediate TLS encryption
1.3. Check passive mode.
1.4. Check firewall and passive ports configuration.

ERRO

224

inreachable

ILS connection failed

2. login errors
2.1. (Check login credentials (username / password).
2.2. Verify user configuration.

3. TIS errors
3.1, Check if the certificates load correctly.
3.2. Check private key and password.

4. Transfer issues
4.1. Check connection to FTP server.
4.2. Check shared folder permissions.

MANHI932-Supplemental 06/26
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